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(B ) Highlight

This month we explore Incident Response and how
B b to effectively communicate after a cyber event. In
v i I our first article, Phil Schenkenberg and Zenus
Y‘# . Franklin of Taft Law explain why organizations
' J should adopt the word "incident" until legal

counsel officially deems something a "breach."
Learn why this allows for effective and accurate
communication while avoiding legal pitfalls.

C@; CyberBytes™

THE LOST ART OF INCIDENT RESPONSE COMMUNICATION
When cyber incidents occur, employing the critical skills, technology
and resources to mitigate the threat is essential. But good
communication before, during and after an incident is equally
important, contends Loren Dealy Mahler (Dealy Mahler Strategies).
Read on as Loren makes the case and offers actionable reminders to
elevate your communication at each phase of an incident.



https://www.cybersecuritysummit.org/
https://u9079653.ct.sendgrid.net/ls/click?upn=JaqYpxeE-2BQMdUpZHX2-2FtSzem5swTE-2Bmd9hCFcZt2pK7ypUjlu2fEj71h-2BWK8IqaVmLkctZgfyYEGQD7EANavbfggGPd4R3eZiHDUvZ7SJMs-3DeV1H_mrjIU77PUaoP0SCDfHXF1WzeF5Xc9StLF2bZWxFKuRzVqMsFRro8BfMUnK-2BNq6EYtnaUMeuFU9VIlvPYcOqin1REb-2FIO-2FkpezY5gQRfKuN9R0AwL77dWdMk3l7w7LfuCPoUbt81Bm4Jki7nuP53MpjFovC5j-2Fn3zcT88mlFjjgtOqmSxate5Jn2-2BVU1q9JUDmr21G4B-2F6jhyOTaauOTuEiHArys0gNstwcvnZS0KIeHH-2Br2DgkfzpccTEtbeXn7soaejWavTlEDpfubj-2FPYQiwuOfmZtcjJ1l7U4z9eu4oM9K5PYGdPKGWUjaphWtK12ixFVDbiR8OKcBpWYnYASqAF5UpAmujpEhI9MBIojLfk-3D
https://www.cybersecuritysummit.org/2021/02/17/the-lost-art-of-communicating-before-during-and-after-an-incident/
https://www.cybersecuritysummit.org/2021/02/17/dont-say-breach/

IMPROVING RESPONSE TIME WITH CYBER RANGES

Beyond the right skills, tools and resources, achieving a rapid response
to a cyber incident requires practising with your response team ahead of
time. One method is the use of hyper-realistic, flexible and highly-
configurable cyber ranges. In his piece for Infosec Resources, Patrick
Mallory explains how these customizable environments can be
leveraged to reduce incident response time.

THINK TANK MEMBER HONORED

The United Nations Association — Minnesota Chapter (UNA-MN) recently
presented the Harold E. Stassen Award to Mark Ritchie (Pres.,
Global Minnesota and Cyber Security Summit Think Tank Member). The
award recognizes individuals who have spent "decades of their life
promoting the mission and agenda of the United Nations, engaging in
relentless advocacy work for international cooperation, and organizing
and conducting numerous programs and events." Congratulations, Mark!

@ In Case You Missed It

®* The Future of Cybersecurity: How to Prepare for a Crisis in 2020 and Beyond |
SecurityIntelligence

* 3 Lessons From the Incident Response Tabletops | SecurityIntelligence

* CISA Tabletop Exercises Package | CISA

* How Organizations Can Ramp Up Their Cybersecurity Efforts Right Now |Harvard
Business Review

'-Think Tank Perspective

Incident Response. A descriptive verb which is often used in a
sentence containing words which no one likes to hear: breach,
exfiltration, ransomware or cyberattack. By appending the word
team, we get a noun. While we have plenty of nouns in cyber:
firewall, IDS/IPS, VPN, encryption; it is in a team where we must
focus our resources to enhance. A team is what is going to help
reduce the recovery time, understand the incident, and ultimately
Greg Ogdahl reduce the attack vectors.

Director, Defensive
Cyberspace Operation,
MoneyGram
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https://u9079653.ct.sendgrid.net/ls/click?upn=JaqYpxeE-2BQMdUpZHX2-2FtS43xUw0k44U-2FyF8VGK7D2ICW2DFCoZl4ZYwmyAMebaZolu5gf1zZlZkI77owNQU6809qAkFmzBEvjDcfX1Sdar4228bhh-2FnVrIx5mQvFvIG9wFEFJi0ecLHx16MKJsugfDCNLCaJAHZlASJtaAkVQqs-3DMuyd_mrjIU77PUaoP0SCDfHXF1WzeF5Xc9StLF2bZWxFKuRzVqMsFRro8BfMUnK-2BNq6EYtnaUMeuFU9VIlvPYcOqin1REb-2FIO-2FkpezY5gQRfKuN9R0AwL77dWdMk3l7w7LfuCPoUbt81Bm4Jki7nuP53MpjFovC5j-2Fn3zcT88mlFjjguJsbJuo4oJ-2BZy31umvKliTn4mY2PCY8TCKpTx2TkvzH-2Fm-2BuaWeP2-2BRIeSnDETdjO4-2Bx-2FmLmT9rLQNC9PldV-2Fzj1DqLT5UlJ-2B53f-2FLhCtzhYTvtvyfefSYe-2BHpSq6HiVE3HeANLzUtCAjBQd6QAtQ7CCXbR0QH-2Fi903uVaaY4neL-2BPLBCMyDmYgiZ-2BrPfa49N4-3D
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https://resources.infosecinstitute.com/topic/how-to-improve-incident-response-speed-and-efficiency-with-cyber-ranges/
https://unamn.org/2021/01/29/una-mn-presents-highest-award-to-stu-ackman-and-mark-ritchie/
https://securityintelligence.com/articles/future-of-cybersecurity-how-to-prepare-for-crisis-2020-and-beyond/
https://securityintelligence.com/posts/3-lessons-from-the-incident-response-tabletops/
https://www.cisa.gov/publication/cisa-tabletop-exercise-package
https://hbr.org/2020/05/how-organizations-can-ramp-up-their-cybersecurity-efforts-right-now

@Sponsor Spotlight

www.cofense.com

Cofense® is the leading provider of phishing detection and response solutions.
Designed for enterprise organizations, the Cofense Phishing Detection and Response
(PDR) platform leverages a global network of over 25 million people actively reporting
suspected phish, combined with advanced automation to stop phishing attacks faster
and stay ahead of breaches. Visit Cofense®.
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www.cisecurity.org

The Center for Internet Security, Inc. (CIS®) makes the connected world a safer place
for people, businesses, and governments through our core competencies of
collaboration and innovation. We are a community-driven nonprofit, responsible for the
CIS Controls® and CIS Benchmarks™, globally recognized best practices for securing
IT systems and data. CIS is home to the Multi-State and Elections Infrastructure
Information Sharing and Analysis Centers (MS-ISAC® and EI-ISAC®), the trusted
resource for cyber threat prevention, protection, response, and recovery for U.S. State,

Local, Tribal, and Territorial government entities and U.S. elections offices. Learn more
at www.cisecurity.org.
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