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CYBER SECURITY Security Solutions Through Collaboration

ELECTION
SECURITY

& International Collaboration
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As the eyes of the world turn toward the U.S. presidential elections, sophisti-
cated digital attacks capable of manipulating the outcome loom large. In this
month's feature, Minnesota's former Chief Election Officer Mark Ritchie
(Global Minnesota) recaps some of the attacks we saw in 2016 and looks
forward to long-term, proactive solutions and increased international
cooperation.

#CYBERSUMMITMN BRIDGES SECTORS AND NATIONS

Drawing on her international work with NATO and experience on the Cyber
Security Summit's Think Tank, Anne Bader (The International
Cybersecurity Dialogue muses on the Summit's "Unapologetically
Ambitious" ethos and unique ability to increase cooperation across the
security ecosystem. Anne also previews this year's expanded international
programming and webinar series.



https://www.cybersecuritysummit.org/2020/08/17/cyber-election-meddling-is-virtual-disenfranchisement-the-next-normal/
https://www.cybersecuritysummit.org/2020/08/17/with-expanded-focus-on-international-cooperation-minnesotas-cyber-security-summit-is-unapologetically-ambitious/

ELECTION SECURITY: A CASE STUDY IN CYBERSECURITY AND
PUBLIC TRUST

On the issue of e-voting, Sean Costigan (ITL Security) argues that, while
transparency and verifiability are topmost in the minds of many, the most
fun-damental problem is one of trust. As a public policy challenge, Sean
writes, technological solutions must be developed with public confidence
baked in.

AUGUST WEBINAR: THE NEXUS OF CYBERSECURITY AND

' DISINFORMATION
Zog Last month, we launched our international webinar series with an event that
= inspired registrations from 15 countries and a robust Q&A! The next install-
‘10 ment, "The Nexus of Cybersecurity and Disinformation," will occur on Tues,

Aug 25 (1000-1100 AM CST) and feature Daniel Bagge, Cyber Attaché of
the Czech Republic to the U.S. and Canada. Register today to join us!

(2)In Case You Missed It

Virtual Disenfranchisement: Cyber Election Meddling in the Grey Zones of International Law | Chicago
Journal of International Law

Creating Consequences for Election Interference | Directions

How Business Leaders Can Champion Democracy | Harvard Business Review

Taming the Lawless Void: Tracking the Evolution of International Law Rules for Cyber-space | Texas
National Security Review

Voting from Abroad: The International IDEA Handbook | Institute for Democracy and Electoral Assistance
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Think Tank Perspective
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Collaboration is an invaluable mechanism for With so many assets and infrastructures at risk
problem solving, advancing knowledge and from cyber manipulation or attack it is not un-
strengthening relationships. Collaboration pro- expected that critical elections across the
motes efficiency and opens up new channels for globe are now a target. The impact from these
communication. The Cyber Security Sum-mit attacks goes well beyond a financial cost, and
Think Tank offers us a unique opportunity for has the potential to create instability and other
international collaboration and partnership for dramatic impacts to populations. Security and
effective cyber defense. Establishing strong cyber Government leaders from around the world
security partnerships, and strengthening need to step up their efforts to address this is-
alignment of effective cyber security practices, will sue and safeguard the integrity of critical elec-
help us address today's threat landscape and be tion processes. We will only be successful if

better prepared to handle future adversaries. we work together to solve this problem.


https://www.cybersecuritysummit.org/2020/08/17/election-security-a-case-study-in-cybersecurity-and-public-trust/
https://www.cybersecuritysummit.org/international-webinar-series/
https://chicagounbound.uchicago.edu/cgi/viewcontent.cgi?article=1736&context=cjil
https://tnsr.org/2020/07/taming-the-lawless-void-tracking-the-evolution-of-international-law-rules-for-cyberspace/
https://directionsblog.eu/creating-consequences-for-election-interference/
https://hbr.org/2020/03/how-business-leaders-can-champion-democracy
https://www.idea.int/sites/default/files/publications/voting-from-abroad-the-international-idea-handbook.pdf
https://events.bizzabo.com/220749/agenda/speakers/632039
https://events.bizzabo.com/220749/agenda/speakers/632064

®Sponsor Spotlight

CWT, one of the world's leading digital travel management companies, helps organizations of all
sizes deliver a travel program that engages employees, empowers them to be more productive and
takes complexity out of their on the road experience. CWT's advanced predictive analytics use the
latest data available to provide travel managers with our price forecast for air, bringing the crucial
information closer to when booking decisions are made.

Learn how CWT can provide a consistent, high-quality experience for you at: www.mycwt.com.
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Global Minnesota®

Global Minnesota is a nonprofit, nonpartisan
organization that connects individuals, organi-
zations, and communities to the world.
Through a unique lineup of programs, Global
Minnesota takes relevant and timely informa-
tion on international issues, foreign policy, and
cultural topics, and provides the space and
opportunity for engagement and discussion.
www.globalminnesota.org

InfraGard is a Federal Bureau of Investigation (FBI)
program that began in the Cleveland Field Office in
1996. It was a local effort to gain support from the IT
industry and academia for the FBI's investigative
efforts in the cyber arena. InfraGard and the FBI
have developed a relationship of trust and credibility
in exchange of information concerning various
terrorism, in-telligence, criminal and security
matters. www.infragard.org






